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Purpose

Purpose of this public background session
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Operational resilience

“An operationally resilient insurer is one that can encounter, withstand, 

mitigate, recover and learn from the impact of a broad range of events that 

have the potential to significantly disrupt the normal course of business by 

affecting critical services or operations. The concept and all definitions of 

operational resilience take as a premise the assumption that operational 

disruptions will occur and thus that insurers should consider their tolerance 

for such disruptions and take this tolerance into account when devising their 

approach to operational resilience.”
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Evolving operational resilience work
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Application Paper structure: objectives and toolkit

Two components work in tandem: 

• Objectives: provide the basis for 

a high-level framework for 

meeting the ICPs; 

• Toolkit: provides supervisors 

with practical implementation 

approaches that will naturally 

evolve as risk management 

practices mature (in general and 

for a given insurer) and new 

risks emerge. 

The selection of practices and tools 

included in the toolkit can be 

implemented according to the specific 

context and needs of each supervisor 

and market.  

Objectives 

Outcomes-based 
articulation of the 

application of ICPs in 
light of operational 

resilience developments

Toolkit

Selection of practices 
that could be used to 

achieve (or work 
towards achieving) the 

objectives
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Application Paper

Examples

Practices

Objectives
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Toolkit

Inputs from IAIS members through a survey, points towards:

Objective 1: Convergence in supervisory practices adopted for governance and 

management of operational resilience. Operational resilience has been embedded into 

existing governance and risk management frameworks for some time. 

Objective 2: Wide variety of practices adopted by supervisors for the key elements of 

operational resilience regimes. 

7 | Public



Objective 1

Objective 1: Relationship amongst operational resilience, governance and 

operational risk management

1.1: The insurer oversees, implements and maintains an effective approach to operational resilience 

that is supported by its governance framework (ICP 7).

1.2: The insurer’s approach to operational resilience leverages and is integrated with, its operational risk 

management framework in a consistent, comprehensive and robust manner (ICP 8).
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Objective 2

Objective 2: Key elements of a sound approach to operational resilience 

2.1 The insurer identifies and maintains an up-to-date inventory of its critical services and 

interdependencies (ICP 8). 

2.2: The insurer sets impact tolerances for disruption to its critical services (ICPs 8 and 16).

2.3: The insurer self-assesses and tests its ability to withstand and recover from severe but plausible 

scenarios of operational disruption and ensures that action is taken to improve operational resilience on 

the basis of lessons learnt (ICPs 8 and 16). 

2.4: The insurer effectively manages operational incidents, including but not limited to cyber incidents, 

affecting critical services (ICP 8). 
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Objective 2

Objective 2: Key elements of a sound approach to operational resilience 

2.5: The insurer manages and mitigates the impact of technology risk to critical services by implementing 

an effective approach to operational resilience that addresses the phases of protection, detection, 

response and recovery (ICP 8).

2.6: The insurer plans, tests and implements changes in a controlled manner (ICP 8). 

2.7: The insurer develops, implements, tests and updates its Business Continuity Plan (BCP) and 

Disaster Recovery Plan (DRP) to ensure that it can respond, recover, resume and restore to a pre-

defined level of operation following a disruption in a timely manner (ICP 8).

2.8: The insurer effectively manages relationships with third-party service providers, including intra-

group and nth-party relationships (ICPs 7 and 8). 
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Objective 3

Objective 3: Objectives for insurance supervisors

3.1: In evaluating the insurer’s operational resilience, supervisors coordinate within the supervisory 

authority to capture all potential areas of vulnerability (ICPs 2 and 24).

3.2: Supervisors share information and cooperate with other supervisors with a view to minimising 

risks (ICPs 3 and 25).

3.3: Supervisors cooperate and communicate transparently with stakeholders (ICPs 2, 9 and 10). 

3.4: Supervisors support a culture of continuous learning and improvement with respect to 

operational resilience within the supervisory authority (ICP 2).
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Consultation: objectives and toolkit

• Consulted on objectives in August 2024.

• Updated objectives based on consultation feedback:

− Member survey of practices conducted 

− Practices developed into toolkit

• Last consultation closed in September 2025

• Final Application Paper, reflecting the consultation 

comments, published on 12 February 2026

 

2024 responses 2025 responses Category

2 2 Insurers

7 6 Trade associations

6 1 Members

3 0 Others
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Consultation: summary of material changes

Comment IAIS Response

Contextualise operational 

resilience as part of a broader 

ecosystem.

Paras 1 and 9 were updated to make clear that operational resilience encompasses 

severe governance and risk management practices.

Proportionality and capacity-

building considerations.

The proportionality principle was reiterated. Capacity-building initiatives will be 

supported through Member webinars.

Board responsibilities. Adjustments were made to ensure proportionality and flexibility, with communication 

strategies moved to senior management responsibilities (paras 19/20).

Objective 2.2, 2.8 Edits made to change reference to “supply chain” to “third-party providers”.

Objective 2.4 Edits made to the toolkit under Objective 2.4 to make clear the need to balance 

responding to an incident and reporting to supervisors.

Box 17 Additional text added on the role of supervisory colleges. 

Toolkit examples Various updates made to toolkit examples.

13 | Public



ORWG: 2026 Workplan

Third-party risk

IAIS will develop a Member-only report focused on third-party risk, considering emerging 

trends and practices by third parties. The focus in 2026 will be to: define different 

scenarios of third-party involvement in the insurance sector; conduct a short survey on 

third parties, among Members and stakeholders; share experience on development of 

critical function regimes and emerging trends on third-party services; consider experience 

from other sectors (including via FSB/BCBS/ISOCO) of manging n-th party risk; and 

discuss conclusions from the survey and develop a Member-only report.
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Questions

Application 

Paper on 

operational 

resilience 

objectives and 

toolkit
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